
COVID-19 Phishing Scams 

Attackers are taking advantage of the COVID-19 pandemic by sending phishing emails that look like 
important IT notifications, charities or legitimate awareness training. 

Remember the ways to identify an email as a phishing scam. 

Some red flags include: 

• Urgent requests originating from outside of Uconn Health. Phishing attacks attempt to 
induce panic in the receiver and cause the person to act before investigating the 
authenticity of the request. 

• Bad spelling or grammar. Phishing messages are notorious for containing misspelled 
words or poor grammar. 

• Mismatched email address information. Make sure the email address displayed in the 
From: field matches address listed in behind mailto:. 

• Generic signature line. A university message is typically signed by a university official, 
whose name you can verify, and have credible contact information. 

• Unexpected requests regarding personal information. Be extremely wary of following 
links or answering questions from contacts you did not initiate. 

Below are actual Phishing emails Uconn Health has received during this crisis: 

 



 

 

 

 

Always remember, if it looks suspicious, report it to IT Security using the Phish Alarm button 
in your Outlook toolbar: 
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