User Access Request (UAR) for UConn Epic

A request for access to Epic is submitted through the UConn Health User Access Request. The electronic
submission can only be submitted by an UConn Health employee. Once a request is submitted, an
approval is sent to the end user’s Manager or alternate approver. Upon approval, the request will be
sent to the Epic Training and IT Security teams for fulfillment.

A. Submit a New Request

B. Withdraw or Change a Request
a. Change a Request
b. Withdraw a Request

C. Remove Access

A. SUBMIT A NEW REQUEST

1. Go to http://uar.uchc.edu/ and select the Epic tab.
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UCONN HEALTH User Access Request
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Welcome to the User Access Request Application

My Open Requests

My Closed Requests.

Approvsl Raceired Exciting new features:
vl s My Team: Now everyone can create a group of that will be listed on "My Group’ tab

Students. Students are updated in SA/PeopleSoft

Add Now Affdiate

New affiliate type of Pre-Employment. You can use this to get a network account and emai for an incoming employee before all processing is completed in Banner
Extend Affilate

Email Customization: You can customize which email notifications you receive. Click on the Email Customization link in the left navigation panel

Delegation: You can setup a delegate to act on your behalf such as updating affiliate contact end dates and approving requests. Click on the My Delegation link in the left navigation panel. Also, check out the
FAQ page for more details

)|

Applications Affiliate Self-Service: Affiliates and Students can now use UAR to update their own phone numbers
Building Access

Important Reminders:
Epic

« Only employees can submit, approve, track and view new affiliate and application access requests
Epic Reportig + New employees and UConn Heaith Medical and Dental students are automatically assigned a domain / network and email account through an automated process. Only submit a Pre-Employment
New affiliate Request for employees if you must have a network account and email address ahead of their hire date.
File Shares

« “Affiliate Self-Service' - allows you to view your information related to UConn Health and update personal contact and work information. Press save once you have updated any
information."REMEMBER: Your manager can update all of your information.

+ Please do not use the browser's navigation buttons, use the built in application buttons. Using the browser's forward and back buttons can cause unexpected results.

Remote Access.

Shared Inboxes, Calendars and DL Lists
Having Trouble ? Visit our FAQ page for further details on how to use the UAR application
Romove Network Access

Server Accounts

My Team

Find a User

My Delegation

% v


http://uar.uchc.edu/

2. Select FIND A USER and search for the end user by last name, first. Then select the EPIC tab.
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UCONN HEALTH User Access Request

[EEEREEEN Request User Access

My Open Requests

Closed Re it N
" uests To use this screen:

Approval Requirea
Finas R JUSERS tah~ Sefect ane of mors users for whomyouarerequestingaceess. |
2. Epic tab* Select one or more roles
3. SUMMARY tab* Review your request and then click on the SUBMIT button
© Use the B tab to add or remove application categories.
© To enabie the SUBMIT button you must be on the SUMMARY (ab

Applications
Building Access
Epic

Epic Reporting

File Shares Find a usar
Remote Access

¥ Selected Users.
Shared Inboxes, Calendars and DL Lisis @ Kimberly A, Bourbeau
BOURBEAU@UCHC EDU
APPLICATION ARCHITECT
IT SECURITY

Remove Network Access.

‘Server Accounts

£
§

Find a User

My Delegation

Email Customization

S v

3. Choose the Role category and the Role i.e. NURSING and Nurse, Emergency and select OK.

G P+ @ C | B RequestUser Access

O m e
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Access to Epic including Imprivata, HDA, and remote access. Dragon must be requested separately.

My Open Requests

My Closed Requests
—T BILLING | EPICIT | HIM | LAB | NON-CLINICAL SUPPORT OTHER CLINICAL SUPPORT | PHARMACY | PROVIDER | REHAB SERVICES | THERAPY &
Find a Request RESEARCH | STUDENT | REMOVE
[ Nurse, Ambulatory _
Ak How Alilioie [ Nurse, Ambulatory - Optime Case Edit
] Nurse, Ambulatory - with Chemo
Extend Affiliate L] Nurse, Cardiology Invasive
_ ] Nurse, Case Manager - Inpatient
[ Nurse, Case Manager - Supervisor
an [J Nurse, CCMC
[ Nurse, CPM
heat "
fopicatans [ Nurse, Dermatology
Building Access [ Nurse, Dialysis -
Epic [] Nurse, Director
[ Nurse, Emergen
Epic Reporting it

[] Nurse, Employee Health
File Shares I Nurse, Float
] Nurse, Gl Procedures

femos fccess [ Nurse, Infection Control
Shared Inboxes, Calend [ | Nurse, Inpatient
[ Nurse, Inpatient - Critical Care Float
[EBESRIREEEE | \urec inpationt . Obstetrics
[ Nurse, yehiatry -
T Nurse, Inpatient - with Chemo
Server Accounts [] Nurse, Map::parMNM—Amhulamry Cancer Canter
[ Nurse, Manager/ANM - Inpatient
[] Nurse, Manager/ANM - Inpatient Obstetrics
My Tomm [ Nurse, Manager/ANM - Inpatient with Chemo
Find a User ] Nurse, Manager/ANM - OR/GI Procedures
[ Nurse, Manager/ANM -Emergency v
[ Nursa Navinator . Cancar Cantar -
My Delegation

Email Customization CANCEL

B v



4. Complete the fields. The Role Assignment and Business Justification are required. Please choose
an alternate approver if the manager is not available. Select OK.
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mi O« & © | B Request User Access
Fie Edit View Favortes Tools Help

|FRREGRREGHER ... (o coic inciuding Imprivta, HOA, and remote access. Dragon must be requested separately.
My Open Requests

iy Closed foquests | | 4 Nurse, Emergency

Approval Required Alternate Approver
Find a Request | /
e R L e S, —

A4 New Afiote
g ¥MNewAccess  [IReplace Existing Access  [1Add to Existing Access

|
\
|

" “Business ion - Enter user requires ihis level of access.
Applications New staff nurse starting in the Emergency department.
Buiding Access
Epic
Epic Reporting

Comment - Any addit [ tion that would be helpful to process thi

File Shares ‘
Remoie Atcess

[] Nurse, Employee Health
‘Server Accounts [ Nurse, Float

[ Nurse, Gl Procedures
FESEIN  C hurse, inection Control
My Teom [ Nurse, Inpatient
] Nurse, Inpatient - Critical Care Float
[ Nurse, Inpatient - Obstetrics

_ ] Nurse, Inpatient Psychiatry N
— =

|

v
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5. The UAR home screen appears. Additional requests can be added by selecting the plus tab (EN).
Otherwise, select Summary.
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UCONN HEALTH User Access Request
[EEREEN Request User Access

oy Open Reauests

M Closod Reauests To use this screen:

‘Approval Required

Find a Request 1. USERS tab* Select one or more users for whom you are requesling acoess.

2. APPLICATIONS tab* Seloct ne or more applications and enter the request delails
prrr— 3 BUILDING ACCESS tab* Selact one building/location and specify a business justification for why access should be granted
4 FILE SHARES tab* Enler Ihe request delails

Extend Affiliate 5.
| E I ¢ REMOTE ACCESS tab= Seiect the type of ramole access needed. Ifyou need lo add an applicatin 1o your Citrx profle, then sekect Citrix. If you need fullremle access via VPN, select VPN

A 7. SHARED INBOXES, CALENDARS AND DL LISTS tab® Select one or more Outiook assets and enter the request delails

Applications 8. SUMMARY tab = Review your request and then click on the SUBMIT button

Building Access © Usa the ¥ tab to add or remove application categories

- © 7o ensbie the SUBMIT bultan you must be on the SUMMARY (ah

Enic Reportng

File Shares

Remate Aucess users/ll”| APPLICATIONS | BUILDING ACCESS EPICREPORTING | FILE SHARES | REMOTEACCESS | SHAREDINBOXES, CALENDARS AND DL LISTS

Shared Inboxes, Calendars and DL Lists
pearenens

Remave Network Access

W Epic

Server Accounts Nurse, Emergency

My Team

Find a User

oy Dstegation

Email Cuslomization
L -

FAQ

Lo -
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This screen allows you to review the request and you can make any changes. Review the request
and select SUBMIT. The request has now been submitted for approval. An email will be sent to the
requestor, the end user and the manager.

B it/ e e Vst Accesfsquests/ Asset F5_CATEGORYV=EpicBiroupingHam: O = @ © || B Reques User dccess

File Edt View Favosites Tools Help

Add Now Afiiiate

© Use the W fab to add or remove application categories. ~
Fxiond Affiliate © To enable the SUBMIT buffon you must be on the SUMMARY fab

an
Applications
Buliding Access users™ | gpicth | ¥
Eic
wKimberly A Bourbeau

Fole eporting BOURBEAU@UCHC EDU
File Shares. APPLICATION ARCHITECT

IT SECURITY
Remote Access Managor:

Carrle D. Gray
Shared inbaxes, Calendars and DL Lists ==,
[specialRequents 4 Murse, Emergancy
Remove Hetwork Access

Altsrnate Approver
Sorvr Accounts ( ‘ ‘

Wy Team -
“Role Assignment - select how this access impacts prior access

Find a User
isersetioas “INew Access CIReplace Existing Access [ Add to Existing Access
Wy Delogation

Email Customization “Business Justification - Enter the specific resson this user requires this level of access.

New staff nurse starting in the Emergency department

Faq

Comment - Any additional information that would be helpful to process this request.

Approver
+ Came D Gray or otemale

Hoon -

B. WITHDRAW OR CHANGE A REQUEST

To cancel a UAR, go to the My Open Requests screen, select the request to be changed or withdrawn.
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] My Open Requests
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LAURIE CAGNETTA

UCONN HEALTH User Access Request

My Open Requests

My Closed Requests R ~ . ~ - -
On this screen you can manage your open requests. Click on a request to view its details or take further action.
Approval Required

Find a Request
REQUESTED DATE

DATE REQUESTED

Add New Affiliate Add Application Awaiting Cagnetta, HealthONE Nurse, 212212019

Extend Affiliate Access Approval Laurne Emergency

All

Applications
Building Access
File Shares
HealthONE
Remote Access

S_Imred Inboxes, Calendars and DL

0% -




Change a Request

1.

RECALL offers the opportunity to change the request.

% Add Application Access
File Edit View Favorites Tools Help

i v B v 0 e v Pagev Ssfety= Took - @@~ [ o F M

UCONN HEALTH User Access Request

My Open Requests
My Closed Requests

Approval Required

Find a Request

Add New Affiliate

Extend Affiliate

Al

Applications

Building Access

File Shares

HealthONE

Remote Access

Shared Inboxes, Calendars and DL Lists
Remove Network Access
Server Accounts

My Team

Find a User

My Delegation

Email Customization

Add Application Access

= O X
LB (% hitps://rrr.uchc.edu/ManageRequests/Details/ 105507 -ac ft X 1 O

X EEConvert v [iSelect

On this screen you can view the details of the selected application request, and take further action (if applicable).

Date Requested:
2/22/2019 11:09:09 AM

:ﬂ Laurie Cagnetta
®Awaiting Approval
Request ID: Approvers:
105507 Carrie D. Gray, Kimberly A. Bourbeau
Requested by: Last Action:
Laurie Cagnetta Action: Notify Requestor | A request to Add Application Access

email confirmation has been sent to Laurie Cagnetta. Request
Id: 105507. Requestor: Laurie Cagnetta, (Unityld: 186478),
Action Comment: by Systemn on 2/22/2019 11:09:11 AM

Application:
HealthONE (Access fo HealthONE including Imprivata, Dragon,
and remote access)

Role:
Nurse, Emergency

Business Justification:
New RN working in the Emergency Department needs access to
Epic ASAP.

Comment:
Please mirror Samantha Smith, RN

Available Actions

Send questions and/or comments about this appiication to HelpDesk@uchc. edu

UConn Health

Disclaimers, Privacy & Copyright

| LAURIE CAGNETTA | &




Click RECALL to change a request.
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LAURIE CAGNETTA

UCONN HEALTH User Access Request

Add Application Access

My Open Requests
My Closed Requests B B - L B 5 ~
On this screen you can view the details of the selected application request, and take further action (if applicable).
Approval Required
Find a Request
Al Rouests S
Add New Affiliate HISTORY
Extend Affiliate
UserAccoss Roquosts 44 2070
All ®Awaitinn Approval
Applications
Building Access Request ID: ADDrovers:
105507
File Shares
Request(
HealthONE Laurie | S
Remote Access Date Reg !
Shared Inboxes, Calendars and DL Lists Y
Remove Network Access ﬁ;ﬁﬂh to
and ren|
Server Accounts CANCEL
Role:
_ Nurse, Emergerncy iAo T ST
My Team
Find a User Available Actions
My Delegation
Email Customization

Send questions andfor comments about this application to HelpDesk@uchc edu

UConn Health laimers, Privacy & Copyright

3. Enter the reason for the recall. Click SUBMIT.

Need to change request|

L

SUBMIT CANCEL




The My Open Requests appears with a recall warning. Select the request.
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L I (¥ hitps://rrr.uchc.edu/ManageRequests/OpenRequests/ 105507 ~ac f k3@
| % My Open Requests 1 ]

File Edit View Favorites Tools Help % EfConvert ~ FHSelect
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LAURIE CAGNETTA

My Open Requests

My Closed Requests ) : -
On this screen you can manage your open requests. Click on a request to view its details or take further action.

© Recall occurred successfully

TYPE STATE REQUESTED FOR SUMMARY DATE REQUESTED DATE RETURNED

Approval Required

Add New Affiliate

Extend Affiliate

Add Application Access Recalled Cagnetta, Laurie HealthONE:Nurse, Emergency 2/22/2019

The Edit Returned/Recalled Application Request screen appears. Make any changes and click
RESUBMIT.
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LAURIE CAGNETTA

UCONN HEALTH User Access Request

Edit Returned/Recalled Application Request

My Open Requests

My Closed Requests
N Required Please update the information for the new application request and click "Resubmit" to submit the request. The request will be sent to "Approver” for approval
\pproval Requil

Find a Request
“ BACK

Add New Affiliate

DICATES A REQUIRED FIELD.

Extend Affiliate ik
(UserAccess Requests  weceanen

Al Recalled

Applications

Building Access Requested Application:

File Shares HealthONE

HealthONE Requested Application Role:

e Nurse, Emergency

Remote Access Alternate Approver

Shared Inboxes, Calendars and DL Lists ‘ Kimberly A. Bourbeau (NnJ

Remove Network Access “Busi Justification™ - Enter the specific reason this user requires this level of access.

Server Accounts New RN working in the Emergency Department needs access to Epic ASAP.

My Team

Find a User C - Any additional i ion that would be helpful to pi this request.
L Jae miror cam Smith, R

My Delegation

Email Customization

FAQ

Send questions andfor comments about this application o HelpDesk@uchc edu

H100%




Withdraw a Request

1.

Go to the My Open Requests screen, select the request to be withdrawn or cancelled. Choose

WITHDRAW.

_ O
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% Edit Retumed/Recalled App...

File Edit View Favorites Tools Help
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UCDONN HEALTH User Access Request

My Open Requests
My Closed Requests
Approval Required

Find a Request

Add New Affiliate

Extend Affiliate

All
Applications
Building Access
File Shares
HealthONE
Remote Access

Shared Inboxes, Calendars and DL Lists

Remove Network Access

Server Accounts

My Team

Find a User

My Delegation

Email Customization

FAQ

% ERConvert ~ [FiSelect
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Edit Returned/Recalled Application Request

Please update the information for the new application request and click "Resubmit" o submit the request. The request will be sent to "Approver” for approval.

“ BACK

=INDICATES A REQUIRED FIELD.

Laurie Cagnetta

Recalled

Requested Application:
HealthONE

Requested Application Role:
Nurse, Emergency

Alternate Approver
- )
‘ Kimberly A. Bourbeau ,HJ

Justification™ - Enter the specific reason this user requires this level of access.

New RN working in the Emergency Department needs access to Epic ASAP.

c t - Any additional inf tion that would be helpful to p

Please mirror Samantha Smith, RN.

this request.

Send questions andfor comments about this application o HelpDesk@uchc.edu




2.

Enter the reason for the withdrawal or cancellation of the request.

_ o x
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Edit Rety d/Recalled App... %
B Edit Retumed/Recalled App.. * ||

File Edit View Favorites Tools Help f)Convert v [EHSelect
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Withdrawing

CANCEL

100% -

Click SUBMIT.

Withdrawing

Access no longer needed.|

UBMIT CANCEL




The Add Application Access screen appears with a statement of successful withdrawal of
request.
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LAURIE CAGNETTA

UCONN HEALTH User Access Request

Add Application Access

My Open Requests

My Closed Requests
Approval Required

On this screen you can view the details of the selected application request, and take further action (if applicable).

Find a Request

Add New Affiliate

Extend Affiliate

All
Applications gﬂ Laurie Cagnetta

Building Access ﬁ\ﬂﬁmdrawn

File Shares

HealthONE Request ID: Approvers:

Remote Access 105507 Carrie D. Gray, Kimberly A. Bourbeau

. Requested by: Last Action:
Shared Inboxes, Calendars and DL Lists Laurie Cagnetta Request for Add Application Access Withdrawn. Request ID:
. 105507. Requestor: 105507. Comments: Access no longer

_ Date Requested: needed. by Laurie Cagnetta on 2/22/2019 2-19-03 PM

Remove Network Access 212242019 11:09:09 AM

Server Accounts Application: Business Justification:
HealthONE (Access fo HealthONE including Imprivata, New RN working in the Emergency Department needs access
_ Dragon, and remote access) to Epic ASAP.
My Team Role: Comment:
Nurse, Emergency Please mirror Samantha Smith, RN.

Find a User

My Delegation

Email Customization

100% -




C. REMOVE ACCESS
1. Select FIND A USER and search for the end user by last name, first. Then select the EPIC tab.

B https i uche.adu)
Fie Edt View Fwvortes Took Help
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UCONN HEALTH User Access Request

[EEREEN Request User Access

My Open Requests

My Closed Roquests

To use this screen:
Approval Required

e ot J UsERs tab selsct one or more users for whom you are requesting eceess. |
_ 2. Epic tab* Select one or more roles.
3. SUMMARY tab = Review your request and then click on the SUBMIT button
© Use the ¥ tab fo add or remove application categories
© To enable the SUBMIT button you must be on the SUMMARY (ab.

A0 New Aftuiate

Extend Affiliate

an
Apphications
Building Access
Epic
Epic Reporting
File Shares Find a usar
Remote Access
¥ Selected Users.
‘Shared Inboxes, Calendars and DL Lists @Kimberty A, Bourbeau
BOURBEAU@UCHC EDU
EEE e
Remove Network Access IT SECURITY

‘Server Accounts

My Delegation

Email Customization

w0 v

2. The category and role selection screen appears. Select the REMOVE tab and choose OK.

B hitps i anche.sduUses
Fie Edt View Fwvortes Took Help
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KIMBERLY A. BOURBEAU

Access to Epic including Imprivata, HDA, and remote access. Dragon must be requested separately.
Wy Open Requests

My Closed Requests
PR— EPICIT | HM | LAB | NON-CLINICAL SUPPORT | NURSING | OTHER CLINICAL SUPPORT | PHARMACY | PROVIDER | REHAB SERVICES | THERAPY
Find a Request RESEARCH | STUDENT | REMOVE
] Admin, Contract Management
preTr—— [ Anesthesia Billing Coder

[] Charge Post, OR
Extend Affiiate [J Contract Management -
L) External Accounts Receivable Vendor -

[ Finance Manager

an [ HBIPB charge capture
ey [ Hospltal Biller
[ Hospital Biller with Employee Health
Building Access
Epic
Epic Reporting
File Shares
[ PB Charge Entry Staff
emale Access [] PB Insurance Follow up Staff with Retro Review Access.
Shared inboxes, Calend (] PB Insurance Follow Up Staff with Claim Edit Access
[ PB Systems and Claims Staff
_ [ Professional Billing Cash Clerk
m] Billing Cash Supe

[ Professional Billing Claims Clerk

(] Professional Billing Claims Supervisor

[ Professional Billing Credit Analyst | Payment Poster

] Professional Billing Insurance Follow-up Clerk

[ Professional Billing Insurance Follow-Up Level 1

] Professional Billing Insurance Follow-Up Level 2

u} ional Billing Follow-Up Supervi v
['| Profassional Rillina Office Mananer or Diractor L

CANCEL

‘Server Accounts

My Team

Find a User

B v



3. Fill out the removal request with the Date and Comment of why access is being removed.
Choose OK.

B https:rm uche.ed UserAccessRequests/ Aase 1PK_CATEGORY=Epic&Groupinghlam: O = @ G || B Request User Access

UCONN HEALTH User Access Request

[EEEREEN Request User Access

My Open Requests

oo |
P

Find a Request Access to Epic including Imprivata, HDA, and remote access. Dragon must be requested separately.

A New Aftilate BILLING | EPICIT | HIM | LAB | NON-CLINICAL SUPPORT | NURSING | OTHER CLINICAL SUPPORT | PHARMACY | PROVIDER | REHAB SERVICES | THERAPY
Extend Affiiate
_ RESEARCH | STUDENT
i ¥ Remove - Please note that removal of Epic is **F | N A L** and will remove *A L L™ access to the application
pttaene Alternate Approver
Building Access |
Epic

Effective Date - Afier APPROV, o complete request (leave blank for completion of request on APPROVAL)
Epic Reporting e

12/07/2020

File Shares 2007/ S
Remots Access Comment - Any additi ion that would be helpful to process lhisuquu{
‘Shared Inboxes, Calend Transferring to a job role that ne longer requires Epic access. |
Remove Network Acces

‘Server Accounts

My Teom m CANCEL
Find a User

My Delegation

Email Customization

v
FAQ

% -

4. The Request User Access screen appears. Select the SUMMARY tab.

g

UCONN HEA

- @G| B Request User dccess

H User Access Request

[EEREEN Request User Access

My Open Requests

My Closed Reauests To use this screen:
‘Approval Required
Find a Request 1. USERS tab* Select one or more users for whom you are requesling access.
2
3. SUMMARY tab = Review your request and then click on the SUBMIT button
© Use the ¥ tab fo add or remove application categories
© To enable the SUBMIT button you must be on the SUMMARY (ab.

A0 New Aftuiate

Extend Affiliate

l‘|

Apphications
Building Access users® SUMMARY

Epic

Epic Reporting
File Shares
Remate Access

Shared Inboxes, Calendars and DL Lists

Remove Network Access.

‘Server Accounts

My Team

Find a User

My Delegation

Email Customization

% -



4

Review reque

e B i chesda Use

st and Choose SUBMIT.

Groupmghiam 0 =

Request Uses Access »

Fini a Request 1

To use this screen:

USERS tab Selsct one or mare users for whom you are requesting access.

[amraers ] —
3

Add New Affiliate.

Extend Affliste

Use the ¥ tab lo add or remove application categories.
© 7o enable the SUBMIT button you must be on 1he SUMMARY (ab.

an
Applcations
sERs (1
Euilding Access users™ | EPI
Epic
Eple ¥ Kimberly A. Bourbeau
oic Reporking BOURBEAU@UCHC, EDU
File Shares. APPLICATION ARCHITECT
IT SECURITY
Remate Access Manager:
Canrle D Gray

‘Shared Inbaes, Calendars and DL Lists

Remave Network Access

Serves Accounts

s|
i
H

Fing a User

My Detegation

Email Customization

Remove - Plaase note that removal of Epic is **F | N A L** and will remove **A L L** access fo the applicafion

Alternate Approver

Effective Dats APPROVAL, date to complete request (leave blank for completion of request on APPROVAL)
12/07/2020 =)
Comment - Any i would be helplul 1o process this request.

Transferring to a job role that no longer requires Epic access.

Approver
= Camie 0. Gray or aemate

Hioow -



