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Note the following before continuing:

e There is an excellent BYOD resource available for UConn Health users here: https://
health.uconn.edu/information-technology/technical-support/fags/bring-your-own- )
device-byod/

¢ You MUST complete the following items prior to continuing;:

o Know your network sign on credentials:
These are the credentials that you use when signing into your desktop computer.

o Ensure that your phone is logged into your iTunes account.

o If your device is not cellular equipped, be sure that you are logged onto a secure WI-
FI network (Password Protected). If you are on site at UConn Health, you can log onto
the UConn Health Secure Wi-Fi using your network credentials or UConn Guest.

o Remove any manually configured UConn Health Exchange Accounts from your
i0S device: Settings>Passwords and Accounts>choose the manual
configuration>scroll and choose delete account.


http://health.uconn.edu/information-technology/wp-content/uploads/sites/45/2015/09/BYOD-Apple-ID-Tutorial.pdf
http://it.uchc.edu/products_services/telecomm_voice_services/BYOD-Apple-ID-Tutorial.pdf
http://it.uchc.edu/products_services/telecomm_voice_services/RemoveOutlookExchange.pdf
http://health.uconn.edu/information-technology/products-and-services/telecommunications-and-voice-services/bring-your-own-device-byod/
http://health.uconn.edu/information-technology/products-and-services/telecommunications-and-voice-services/bring-your-own-device-byod/%EF%82%B7You
http://health.uconn.edu/information-technology/products-and-services/telecommunications-and-voice-services/bring-your-own-device-byod/%EF%82%B7You
http://health.uconn.edu/information-technology/wp-content/uploads/sites/45/2015/09/BYOD-Apple-ID-Tutorial.pdf
http://it.uchc.edu/products_services/telecomm_voice_services/BYOD-Apple-ID-Tutorial.pdfoRemove
http://health.uconn.edu/information-technology/wp-content/uploads/sites/45/2015/09/BYODRemoveOutlookExchange12112012V2.pdf
https://health.uconn.edu/information-technology/
https://byod.uchc.edu/manage/
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Complete the following actions to provision your iOS device enabling you to remain both on the UConn Health network
and in compliance with federal and state regulations, i.e. HIPAA.

ACTION RESULT/COMMENT

847 4M S @O0 - B T al 43%8
1. Navigate to the Apple App Store & x
and execute a search for the s e @ o -
Ivanti mobile@work ARt | crcsain. -
applicaton. g S |17 B "
» G-
Q_ ivanti tunnel N
Q_  ivanti secure access I
2. Choose the Ivanti mobile@work
option. (Formaly known as Mobilelron)
Discover

Make the screen brighter Take a photo in 5 secol

(. @

3. Download and open the Ivanti

application. " .
lvanti Mobile@Work
Mobilelror
2.1% M+ t
14K reviews ©® Downloads Everyone ®
4. Choose Allow  for the location services Your Privacy is
permissions , read the privacy statement Important
on the page that follows and click ‘
continue.
“Mobilelron” Would Like to o YA
. . Send You Notifications )

Note: You can disable location post Notifications may include alrts,
registration if you desire to do so however sounty ‘222&33?5?“35&&21“ can
you will no longer be able to locate the G MobHe ok e oo any personl
device if it were to be lost or stolen. Don't Allow Al e arvocarada.

m O D 1 l e (__ W O r What data may be collected & how it will be used?

Your company may collect device
details such as OS version, model &

work application information such as
This data is used to ensure your device
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5. Enter your user name, choose
Enter mobile.uchc.edu as the server on the
page that follows and then choose

e |

§ mobileiron

Secure your device and get easy access to
your corporate apps and resources

USERNAME

ztestp - <<—

Or

Scan QR Code @
[ o ]

D WD WD W G W W W S —

A A A A A A A

LA A A A A A

< Mobilelron

6. Choose Open , enter
your password then choose

Open this page in “Mobilelron”? G

B2 w T

712 w T

§4 mobileiron

Secure your device and get easy access to
your corporate apps and resources

USERNAME
ztestp

SERVER
mobile.uchc.edd <:|

o

712
<« Safari

§4 mobieiron

ztest

Please enter your credentials to register

PASSWORD

test123 <3 -

Cancel
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7. Choose [IIEEZT after

7112 s
I <« Safari
reading the privacy disclosure and
then make a selection for location
permission.

) mobileiron

Note: Please select "Allow While

Using the App" to ensure a proper
registration.

Your Privacy Matters

What your company can never see?

@ Photos & Videos @ Text Messages
@ Personal Email @ Phone Calls
App Data

What your company might see?

Work Application Details

The names and versions of installed apps
are collected to ensure your device is secure

and compliant with security policies. App
data is not collected

@ Location

Depending on IT admin settings, last known
location is collected to find a lost or stolen

device, even when the app is closed or not
in use

@ Device Details @

| Understand

As required by Apple policy, Mobilelron does not share
any personally identifiable data collected by our
service with any third parties for any reason.

8. Choose ok  when presented

with the "Updating Configuration"
pop up and then for the

"website is trying to download" pop
up.

w s

Allow

Access your Microsoft 365 apps

Register your device to securely access.
Microsoft 365 apps.

“You will be guided to install Microsoft
Authenticator app if you don't have it already.

Updating Configuration
This will download and install a new
i0S configuration file using the budt-in
"Settings’ app.

[ o

RESULT/COMMENT

713
« Safari

Allow “Mobilelron” to use
your location?

Your location is needed for your IT
administrator to find your device if it is
lost or stolen.

4 Precise: On

ATWATER

S
0 0

°
2
)
z
z
5
4
o .
2
)
z
z
5
&

N
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$ oan"

Allow Once @

Allow While Using App |

Don't Allow

'4 mobileiron

713

This website is trying to download a
configuration profile. Do you want to
allow this?

[
B
)

w Fe)
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9. Choose Close when

presented with the "Profile
Downloaded" pop up and read

the instructions for installing the

profile.

10. Per the instructions, navigate
to settings, scroll up to locate
the" Profile Downloaded" phrase
and choose it.

713

< Mobilelron

wl FE)

)4 mobileiron

Just one more step to complete the registration.
To install the profile:

1) Go to Settings
2) Profile Downloaded

Settings

Profile Downloaded

The dow Profile Downloaded e

few mini Review the profile in Settings app if tion.

you want to install it.

=>{ o= |

Cupertino WEDNESDAY

64° JE

| Check MobileA...
& | 7-715 AM

Cloudy | 2Events
H:78° L:60° 117:30-8 AM

Weather Calendar
m

FaceTime Calendar

Health Wallet Settings

713

< Mobilelron

)
0

34 mobileiron

Just one more step to complete the registration.
To install the profile:

1) Go to Settings
P) Profile Downloaded

Settings

Profile Downloaded

IThe downloaded profile will become invalid after a

few minutes. Please install to avoid re-registration.

713 -

9)
0

Settings

Q Search U]

This iPhone is supervised and managed by UConn Health.
Learn more about device supervision...
Apple ID, iCloud, Media & Purchases

iPhone Not Backed Up o

O

Profile Downloaded

Airplane Mode
Wi-Fi SETUP-95E5
Bluetooth On

Cellular

6800

Personal Hotspot

Notifications

(2 Q)

SouNndSRula0tiCS
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Cancel

Install Profile [, >| Install

11. Choose Install on the Install profile

. Installing Profile
dialogue page that follows and then (@) romesevie -
choose Install again to confirm the — —

. Verified v/ Enter your passcode UConn Health Center
action. ©00000 o
More Details S
More Details >
. Remove Downloaded Profile
Nore. You may be promptedfor a Remove Downloaded Profile

security code during this process. . . .

That code would be the unlock Z o

code for your device. = = =

0 2 > [t
Cancel
12. Continue with yet another — w e
. ) MOBILE DEVICE MANAGEMENT
install command for the root Cancel Warning . Install

certificate and then choose

Trust

13. Choose Done . The
landing page showing VPN
status and the UConn Health
Center Mobile Device
Management profile indicates
a successful provisioning of
your phone. Please collapse to
the home screen and wait for
additional notifications.

ROOT CERTIFICATE

Installing the certificate "USERTrust RSA
Certification Authority” will add it to the list
of trusted certificates on your iPhone.

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://mobile.uchc.edu/
mifs/cfiimdm/mdm.htmI?c=1073777753" to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions,
install, manage, and list apps, and remotely
erase data on your iPhone.

Profile Installed  —=>

UConn Health Center
UConn Health Center

Signed by mobile.uchc.edu
Verified V/

Description UConn Health Center - Encrypted

Configuration

Mobile Device Management
Device Identity Certificate
3 Certificates

Contains

More Details

Installing this profile will allow the

admir\:n&—a&n— S ] S Tl F PN P PN S .-..-{u/

+ "
mifs, Remote Management e
remc Do you trust this profile's source to

enroll your iPhone into remote
The management? jata
i
add/
inste Cancel |:> Trust ely
erase uaa Ui yvur 1 HUNGE
714 Wl T
¢ Back VPN & Device Management

VPN

MOBILE DEVICE MANAGEMENT

Not Connected

UConn Health Center
UConn Health Center
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14. Enter your existing pass-code
if prompted to do so as part of the
set up prOCGSS. Passcode Requirement Mera comcoi

To change your passcode, first enter Erw § g Te c EciEE
your current passcode.

aamE
eses

15. If your device does not
already have a 6 digit pass- T o
code, you will be prompted to
set one up. Enter your new
passcode, and press enter.

Ermpagency Covlirme

16. Re-enter your pass-code once again
and choose Save to confirm your new
code.

. . oo Re-enter your new passcode App Installation
Note: During or just after establishing Sign in to iTunes to allow
‘ | “mobile.uchc.edu” to manage and
your pass-code, you may be prompted T
to log into your Itunes account. Please S

do so in order to facilitate application
installations.

17. A series of install prompts for

T Y =
standard UConn Health . .
.. App Installation App Installation
applications such as Voalte “mobile.uchc.edu” is about to install T e
: . . and manage the app “Mobilelron d th \oalte Me" f
messaglng Wlll begln tO appear' Mobile@Work™ Client” from the App & managetheeAappppStoc::‘ DL
Choose Install for each instance. , Siore N Your iTunes account will not be
Your iTunes account will not be charged for this app.
charged for this app. G
Note: The prompts will come in rapid Cancel
. . . Cancel Install
succession. There is no concern {f A _

you miss one . They will repeat until
completed.

18. Apps will begin to appear shortly
_E] (@

thereafter.
Workspace

Note: For Epic applications like Haiku and Canto, please
contact the help desk on EXT 4400 to be directed to the mobile

D B (%
support team for additional provisioning steps. If this is a P —— e

replacement device and you were already using these
applications, they will install automatically.
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19. You should begin receiving email PO RO

almost immediately after you have finished

Toong
"'

with with your password confirmation.

20. Select the Ivanti Mobile@work Icon,

. . ~ HS=
and make your selection for location.
Allow “Mobilelron” to also use

your location even when you
are not using the app? 23

Your location is needed for your IT

administrator to find your device if it is E
lost or stolen.

Contacts Files Stocks Translate

Mm% o O

Books iTunes Store Fitness

Keep Only While Using

I_J|> hange to Always Allow

21. You will be prompted to enter your Exchange

3:55Q wTa
password. Choose Editsettings and then Continue
to move forward Enter the password for the Setup
Exchange account
“mipetruzzi@uchc.edu” Access your Microsoft 365 apps
Register your device to securely access
= Microsoft 365 apps.
Edit Settings |[<@  Cancel Aehentiator s Yoo dont have e
<
oot wTe
 obron
3557 = Cancel

Cancel Pick account

to log into the organizational page using g ha s U G U N N

your network credentials.

22. Choose your AD account and proceed

23. This completes your initial reemee,
registration.
==
3:55 9 TS o wEe
. . . Cancel .
Please Note: Clinical personnel replacing Mobile@Work
an existing device that are using E- oeveencomires :

Sign in with your organizational account

Prescribe will need to contact the help
desk to have a mobility professional
register and provision the new device
with Imprivata ID. This holds true for e @
other 2fa apps such as Duo or Seccesstyregtered
Authenticator.

mipetruzzi@uchc.edu
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Note: If you are a new employee or student then you must locate and
choose the authenticator application 6 that was automatically
deployed to your phone . The directions on how to proceed are on the
following pages. The application may also auto trigger during steps
17,18 or 19 and if so, proceed with setup

1 L me 1069 w e

1. You can now collapse to the home screen and
choose the Microsoft Authenticator Application
that has been preloaded on your device and then

select N

-\

Your privacy matters

We collect required diagnostics to keep the
app secured and updated. This does not
include your name or any sensitive data

Note: Choosing the Ivanti Mobile@work app will also
trigger MS Authenticator and should provide the same
results however some instability has been observed using
this method and therefore that approach is not
recommended.

You can also opt in anytime from app settings
to share usage data that will help us improve

Authenticator.

‘

Privacy statement

1069 e
s
[ Add work or school account "
2. Choose ::> 13} = B2 Microsoft
Sign in
FA ztestm@uchc.edu
Peace of mind for your digital life No account? Create one!
Secure your accounts with multi-factor
authentication. Can't access your account?

3.Enter your email address if it does not

auto-populate and choose

‘
Q Sign-in options

B2 scana QR code

Restore from backup

4. Enter your network password on
the UConn Health landing page and ----

then cho(IEEEM . U E U N N

HEALTH

Sagn b= with your org anaaticnal acud

xR

== ]

L
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5. Choose on the Microsoft

landing page that follows .

6. Choose your account, log into
the landing page a second time
and then select |23 to stay
signed in followed by [EEZSE on
the MS page that follows.

7. Enter Country code, the
desired telephone number as

well as method of verification
and then choose

8. ChooscIIEZSM on the landing
page post contact verification.

9. Add a back up number in order to
move forward. Choose and
upon completion.

then

RESULT /COMMENT

B® Microsoft

ztestm@uchc.edu

Finish setting up on a web

browser
}

To set up Microsoft Authenticator, you'll need to go
to aka.ms/mfasetup on a web browser. G

% Microsoft

Pick an account

nin i your organ
ztestm@uchcAedu<:|
............

+ Use another account

.\
. w1 Microsoft
B Microsoft
ztestm@uchc.edu
ztestm@uchc.edu

UCONN

HEALTH

More information required

Stay signed in?

Do this to reduce the number of times you are
asked to sign in.

Use a different account

() Don't show this again @
Learn more

{

No Yes

Your organization needs more information to keep
your account secure

v

Additional security verification

Step 2: We're cal

Y%

Additional security verification

what's your preferred option?

how would you like to respond?

Additional security verification

ling your phone at +1 8604713770

account.

Your administrator has required you to verify your contact info. You
can use this to reset your password if you ever lose access to your

verify now
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10. You will be presented

with two account verification

and set up finalization
requirements. Choose each
option one at a time and
complete the verification
process.

11. Choose

12. You have completed the
set up once you are presented
with your Access Panel.

Don't lose access to your account!

B Microsoh

Don't lose access to your account!

Thanks! Wel us

sccount if you forget your password. Click "inish" to close this page.

8:22 AM  Wed Jun 15
b < AA

Tuo-Factor Authentication Enrollment Succe...

B Microsoft

Profile

ZTest,Mary

Devices & activity
No devices registered.

account.activedirectorywindowsazure.com &

) mobile.uche.edu/mifsfasfV3xjappstoreZclien...

Email:  ztestm@uchc.edu

Alternate email:

Don't lose access to your account!

= 94%1
¢ M + ¢

a Access Panel Profile

Q

Mary
UCONN HEALTH CENTER

Manage account

Change password

Set up self service password reset
Additional security verification

Review terms of use

Sign out everywhere

Congratulations you have completed your mobile
device registration.
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Revision History

Please itemize all material changes to this document in the table provided. It is not necessary to document modifications
encompassing only spelling, punctuation, or other minor, non-material edits in the Revision History table.

Version Date Description Author
12/14/2012 Document creation S. Trites
01-03-12 Document Edit (added Hyperlinks) M. Petruzzi
09-19-14 Version2 Core 7/i0S8 update M. Petruzzi
09-23-16 Core 10 updates/iOS10 M.Petruzzi
04-13-18 MAM Behavior updates M Petruzzi
05-02-18 Change UConn Health logo/manage Hyperlinks M. Petruzzi
03-26-19 New BYOD Registration Process M.Petruzzi
03-21-22 Update wording and application icon s M .Petruzzi
7.0 07-13-22

Added MS Authenticator and dropped BYOD — M.Petruzzi
.uchc.edu as a requirment.

8.0 06/05/23

Changed out Mobileiron Icon for Ivanti M.Petruzzi
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